HMAMSTKA JIJI1 CTYJAEHTOB 110 HHO®OPMAIIMOHHOM BE3OITACHOCTH

HEJIb34

1.Bcem moapsi cooOmaTs CBOKO 4acTHYIO WH(MopMaluio (HacTosmue uMs, haMuinio, TenedoH,
azipec, HOMep LIKOJIbI, a TaKkke (poTorpaduu cBOU, CBOEH CEMbU H Ipy3ei);

2.0OTKpbIBaTh BJIOKEHHbBIE (ailiibl 3JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIPABUTES;
3.I'pyOuth, npuaupaThCs, OKa3bIBaTh aBICHNE — BECTH Ce0s1 HEBEKIIMBO U arpecCUBHO;

4.He pacnopsixaiicst AeHbramMu TBOEW ceMbu 0€3 pa3pelleHHusl CTapUIMX - BCErJa ClpalluBaii
poauTeneu;

5.He Bctpeuwaiics ¢ VHTEpHET-3HAKOMBIMU B PEAIBHOM KU3HM - IIOCOBETYMCS CO B3POCIBIM,
KOTOpOMY JI0BEpsiellb.

OCTOPOXHO

1.He Bce mumyt npasny. Yurtaens o cede HenpaBay B MHTepHETE — 000U 00 3TOM CBOMM
POJUTENSIM UJTU OTIIEKYHAM;

2.IlpurnamaroT NepenuchBaThCs, UTpaTh, 0OMEHNUBATHCS - IPOBEPbH, HET JIU MOJIBOXA;
3.He3akonHoe xonupoBaHue (aiiioB B IHTepHETE - BOPOBCTBO;

4.Bceraa paccka3biBail B3pOCbIM O TTpo0IeMax B CETU - OHU BCET/a IIOMOTYT;

5.Ucnonb3yit HacTpokyu O€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSITh CBOU aKKayHTHI B
COIICETSAX U IPYTUX MOpTaslax.

MOXHO

1.YBaxail Apyrux moJib30BaTenei;

2.ITonp3yembcs MHTEpHET-NCTOYHUKOM - JI€JIall CCBUIKY Ha HETO;

3.OTKpBIBall TOJBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4.00marbcst 32 MOMOIIBIO B3POCIBIM - POJUTENH, OMEKYHbl U aJIMUHUCTpAlMs CaiiTOB Bcerna
MTOMOTYT;

5.IIpoitan oOyuenue Ha caiiTe «CeTeBUUOK» M TIOJy4YH MAcIopT IU(POBOTO TpakTaHKHA!
WNudopmanrionHas namsTka Juid oOydaromuxces Uil pasMeleHus Ha opuuuanbHbeix MHTEpHeT-
pecypcax

C KaXXJbIM rOJIOM MOJIOJIEKH B HHTEPHETE CTAHOBUTHCS OOJIbILE, & NIKOJBHUKH OJHH U3 CaMbIX
aKTUBHBIX MOJIb30BaTeneil Pynera. Mexay TeM, MOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HEeCeT U Mpo0OieMbl. DTa NaMATKa J0JKHA TOMOYb TeOe 0€30IaCHO HaXOAUTHCS B CETH.
KoMnproTepHbIe BUPYCBHI

KoMIbroTepHbIli BUPYC - 3TO PA3HOBHIHOCTH KOMIBIOTEPHBIX IMPOTpamMM, OTIUYHUTEIbHOU
0COOEHHOCTBIO KOTOPOM SBIII€TCSI CIIOCOOHOCTh K Pa3MHOXKEHMIO. B JomnosHeHHe K 3TOMY,
BUPYCBI MOT'YT TOBPEIUTH WJIM OJHOCTHIO YHUUTOXXUTh BCE (DAlIbl U JaHHBIE, 10IKOHTPOJIbHbIE
10JIb30BATENI0, OT UMEHHU KOTOPOTO ObLIA 3aIlyleHa 3apaKCHHAs IPOrpaMma, a TaKkKe OBPEIUTh
WIN Ja)K€ YHUYTOXHTh ONEPALUOHHYIO CUCTEMY CO BceMH (pailinamMu B 1iesioM. B OoJbIIMHCTBE
CJIy4aeB paclpOCTPAHAIOTCA BUPYCHl YEPE3 UHTEPHET.

MeTo bl 3aIUThl OT BPEJOHOCHBIX POTPaMM:

1. Ucnionw3yii cOBpeMEHHbIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLLIUE CEPHE3HBIN YPOBEHD 3aIlIUTHI OT
BPEAOHOCHBIX IIPOIPAMM,;

2. IlocrosiHHO ycraHaBnuBaii mauTH (UUGPOBBIE 3aIUIaTKH, KOTOpbIE AaBTOMATHYECKU
YCTaHaBJIMBAIOTCS C LEJIbI0 JOPaOTKU MPOTpaMMBbl) U JIpyrue oOHOBJICHHS CBOEH ONepaluoHHON
cucreMbl. CkaunBail UX TOJBKO ¢ odunmanpHoro caita paspaborunka OC. Ecau cymectByer
PEKUM aBTOMATHYECKOTO OOHOBJIEHHUS, BKJIIOUH €T0;

3. PabGoTaii Ha cBOeM KOMIIbIOTEpE IOJI paBaMM MOJb30BATENs, @ HE aIMUHUCTpaTopa. DTO He
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM HMHCTAJUIMPOBATHCS Ha TBOEM MEPCOHATIBLHOM
KOMIIBIOTEPE;

4. Hcnonw3yli aHTUBHPYCHBIE IPOTPaMMHBIE IPOXYKTHI HW3BECTHBIX IPOU3BOJUTEIEH, C
aBTOMATHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb GpU3MYECKHIA JOCTYI K KOMITBIOTEPY JUI TOCTOPOHHUX JIMIL;



6. Vcronp3yld BHEIIHHME HOCUTENW WHGPOpPMANWHM, Takue Kak uiemka, AUCK win dain u3
WHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX HCTOUHHKOB;

7. He oTKpbIBaii KOMIBIOTEpHBIE (DaiiiIbl, MOTyYeHHbIE U3 HEHAAC)KHBIX UCTOUYHUKOB. Jlaxe Te
(aiinpl, KOTOpPBIE MpHCIIA TBOM 3HAKOMBIN. JlydIlie yTouHu Y HEro, OTHPABJISUI JIM OH TeOe HX.
Ceru WI-FI

Wi-Fi - 3710 He BUJ mepeiaun JaHHBIX, HE TEXHOJOTHsI, a BCETo JuIb Oper 1, Mmapka. Emie B 1991
roay HUJCpNaHAcCKas Kommanus 3apeructpupoBana Openny «WECA», d9ro o06o3Hagano
cioBocouetanne « Wireless Fidelity», KoTopblii mepeBoanTCS Kak «OeCIpOBOIHAS TOYHOCTH.

Jlo Hamiero BpeMeHHU JAouuia Japyras abOpeBuaTypa, KOTopast sIBJISETCS TaKOH K€ TEXHOJIOTHEH.
Oro abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO JaHO ¢ HAMEKOM Ha CTaHJIAPT BBICIIUH
3ByKoBO# TexHHKH Hi-Fi, 4To B mepeBoie 03Ha4aeT «BBICOKAs TOYHOCTDY.

Jla, OecmaTHBI WHTEPHET-AOCTYNI B Kade, OTEeNsiX M adponopTrax SBISIETCS OTIMYHOU
BO3MOYKHOCTBIO BBIX0O/Ia B MHTepHET. HO MHOTHE 3KCIIepTHI CYMTAIOT, 4TO 00menocTymubie Wi-Fi
CETH HE SIBIISIOTCS 0€30MaCHBIMH.

CoBeTsl 110 O€30MacHOCTH padoTe B 00MIeA0CTYHBIX ceTsax Wi-fi:

1. He mepenasaii cBoto nuuHyro nHdopmanuio yepes oomenoctynusie Wi-Fi cetu. PaboTas B HuX,
JKeJlaTeIbHO He BBOJAUTH NMApOJIM JOCTYIA, JIOTHHBI U KaKue-TO HOMEPa;

2. Hcnonp3yil u OOHOBISN aHTUBUPYCHBIE HporpaMMbl U OpaHamayep. TeM caMbIM Tbl
obe3omacuirb cedst OT 3aKauKH BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun pynknmuio «O0mmit gocTyn K ¢aitmaMm U mpuHTEpPam».
JanHast GyHKIMS 3aKpBITA 0 YMOJYaHHIO, OJTHAKO HEKOTOPBIE MOJIb30BATENIN AKTUBUPYIOT €€ JJIs
yA00CTBa UCIIOIB30BAHUS B pabOTe WK yueoe;

4. He ucnone3yit nyonuaasrii WI-FI s mepenaum TUUHBIX JaHHBIX, HAPUMEp IS BBIXOJIA B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5. Umonw3yit Tosbko 3antuiiienHoe coenuuenue uepe3 HTTPS, a ue HTTP, 1.e. mpu HaGope BeO-
aapeca BBoAW UMEHHO «https://»;

6. B MmoO6mipHOM Tenedone oTkimoun Gynknuio «lloaxmouenne k Wi-Fi aBromarnueckn». He
JOTyCKail aBTOMaTHYECKOTO TOAKITIOYCHHS YCTPOocTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.
ConanbHbIe CeTU

ConuanbHble CETH aKTHMBHO BXOJST B HAIly XH3Hb, MHOTHE JIOAU PAaOOTAaIOT U KUBYT Tam
noctosiHHO, a B Facebook yke 3apernctpupoBaH MUJLTHAp] 4YEJIOBEK, YTO SIBISIETCS OIHOM
CelIbMOM BCeX JKHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO HH(popMalus,
pa3MelieHHasl UMU B COI[MANIbHBIX CETAX, MOXKET ObITh HaliJleHa U UCIOJIb30BaHA KEM YrOJHO, B
TOM 4HCJIe He 0053aTeNbHO C OJIaruMU HAMEPEHHUSIMH.

OcHOBHBIE COBETHI 110 OE€30MACHOCTH B COLIMATBHBIX CETAX:

1. Orpannupb criucok apy3eil. Y TeOst B Apy3bsiX HE JIODKHO OBITh CIyJalHBIX W HE3HAKOMBIX
JIFOJIEH

2. 3amuimai CBOW YacTHYHO XM3Hb. He ykaswiBaili maposin, TenedoHbI, aapeca, IaTy TBOETO
POXIEHUS. U APYryl0 JUYHYI0 UHGOPMALNI0. 3TOYMBIIUICHHUKH MOTYT HCIIOJIb30BaTh aXKe
MH(OPMALIHIO O TOM, KaK Thl U TBOHM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIBI,

3. 3amuinai CBOIO peIyTaluIo - JEPXKU €€ B YHCTOTE U 3a[aBail cede BOMPOC: X0TeN Obl ThI, YTOOBI
JIpyrue TOJNb30BaTeNM BHJAEIH, 4YTO Thl 3arpyxkaemsb? I[lomymail, mnpexae dYeMm dYTO-TO
OMyOJIMKOBATh, HAMKMCATD U 3aTPY3UTh;

4. Ecnu TBl TOBOPUIIB C JIFOJBMHU, KOTOPHIX HE 3HACIb, HE UCIOJb3Yil CBOE pealbHOE MMS U
APYTyIo JUYHYIO0 HH(POPMAIMU: UMSI, MECTO )KUTEJIbCTBA, MECTO yueObl U Ipoyee;

5. M30beraii pasmemenust ¢gotorpaduii B MHTepHeTe, rae Thl M300pa)keH Ha MECTHOCTH, MO
KOTOPOI MOXHO OTPENEIUTh TBOE MECTOTIOJIOKEHHUE;

6. Ilpu perucTpauuud B COLMAIbHOM CeTH HEOOXOAMMO MCIIOJIb30BaTh CIIOKHBIE MAapoJIH,
cocTosIre u3 OyKB U (P U ¢ KOJUYECTBOM 3HAKOB HE MEHee §;

7. 1t conmanbHON CeTH, MOYTHI U IPYTUX CaiTOB HEOOXOAWMO MCHOJb30BaTh pa3HbIE MApOJIH.
Torna eciu Te0s B3110MAaIOT, TO 3I0YMBIIIJICHHUKHU MTOJTy4aT JOCTYH TOJIBKO K OJTHOMY MECTY, a He
BO BCE Cpasy.



DNEeKTPOHHBIE I€HbIU

DNEeKTPOHHBIE JEHBIM — 3TO OYEeHb YAOOHBIH CMOCOO TUIATEeXEH, OJIHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JICHBIH.

ONEKTPOHHBIE JIEHbI'M IMOSIBWJINCH COBCEM HEAABHO M MMEHHO H3-32 3TOr0 BO MHOI'MX
rocyziapcTax J0 CUX IOp HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (YHKIIMOHHPYIOT M O HUX YK€ MPOIHMCAHO B 3aKOHE, TNl MX Pa3leNsAioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbIE U HE aHOHHMHbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercs MPOBOAUTH OINepannu 0e3 WACHTU(HUKAIMKA IOJIb30BATENs, a B
HEAaHOHMMHBIX UACHTU(DUKALIMY [0JIb30BATENS ABISETCS 0053aTENbHOM.

Taxoke ciemyeT pa3nu4aTh MEKTPOHHBIC (PMATHBIE IEHBIU (PABHBI TOCYIaPCTBEHHBIM BAJFOTAM)
U DJIEKTPOHHbIE HE(PHUATHBIE IEHBIHU (HE paBHbI TOCY1APCTBEHHBIM BAJIOTaM ).

OcHOBHBIE COBETHI 110 O€30MaCHON paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. IlpuBsoku K cuery MOOWJIBHBIM TenedoH. DTo camblii yAOOHBIH M OBICTPBIM C€HOCOO
BOCCTaHOBUTH JOCTYN K cueTy. llpuBsizaHHBIA TenedoH IOMOXKET, eciu 3alylemb CBOM
IJIATEKHBIN MapoJIb WY 3aiJeNIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Vcnone3yit ogHopasoBbie napoiu. [locne nepexoia Ha YCUICHHYIO aBTOPHU3aIIMIO Te0e yKe He
OyZeT yrposkaTh OMaCHOCTb KPa)Ku WJIM IIepexBaTa MIaTeKHOTo MapoJis;

3. Boibepu cnoxHbiii nmaposb. [IpectynmHukam Oyzner He MPOCTO YraaaTh CIIOKHBIN MapoJib.
HanexxHble mapoiau — 3TO mapoiiu, KOTOpbIE COJiep’KaT He MEHee 8 3HAKOB M BKIIIOUAIOT B cebd
CTpOYHbIE U IPOTHCHBIE OYKBBI, HU(PHI K HECKOJIBKO CUMBOJIOB, TAaKHE KaK 3HaK Jojuiapa, GyHTa,
BOCKJIMIIATENIbHBIN 3HAK U T.11. Hanpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE TAHHBIE HA CAWTAX, KOTOPHIM HE JI0BEPSCIIb.

DJIEKTpOHHAA M0YTa

DONeKTpOHHAas MOoYTa — 3TO TEXHOJIOTHUSA W TPEJOCTaBIIIEMbIE €10 YCIYTU IO TMEpechlIKe U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE pacHpeensioTcs B KOMIBIOTEPHOUN CETH.
OO0OBIYHO AIIEKTPOHHBIN IIOYTOBBIN SITITUK BBITJI AT CIEAYIONIUM obOpazom:
UMs_TIOJIb30BaTeNsI(@uUMs_TIoMeHa. Takke Kpome I[epelayd TPOCTOro TEKCTa, HMMeEeTCs
BO3MOXHOCTH TlepeiaBaTh (ailsibl.

OcCHOBHBIE COBETHI IO O€30TaCHOM PadOTe C AIMEKTPOHHOHN MOYTOM:

1. Hamo BBIOpaTh NpaBWIbHBIA TOYTOBBIA CEPBUC. B WHTEpHETE €CTh OTPOMHBIN BBIOOD
OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJJHAKO JIyYIlle JOBEPATh TEM, KOIO 3HAellb U KTO MEPBbIil B
peUTHHTE;

2. He ykaspiBail B JW4YHOM mouTe JWYHY0 wuHHpopmaruio. Hampumep, mydmie BbuIOpaTh
«MY3BIKQIbHBIN _(haHaT@» nin «pok2013» BMecTo «Ttemal3y;

3. Ucnonp3yil IBYXATalHYK aBTOPU3ALUIO. JTO KOTJAa IMOMHUMO IApOJisl HY’)KHO BBOJUTH KOJ,
NpUChIIaeMblil 10 SMS;

4. Bp10Oepu CIOKHBIN Tapotib. sl KaXA0ro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM HAaJICXKHBIM,
YCTOWYHUBBIN K B3JIOMY [1apoOJib;

5. Eciu ecTh BO3MOXHOCTh HamucaTh CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SLIUKOB. [lepBblil /Uil 4aCTHOM MEPENUCKU C aJpecaTaMu,
KOTOPBIM Thl JOBEPSCIIb. JTO MEKTPOHHBIN aIpec HE HAJO0 MCIOJIb30BaTh IIPU PETUCTPALIMU HA
dbopymax u caiitax;

7. He oTkpbIBait (aiiiel 1 Apyrue BIOKEHUS B MUCbMaX Ja)ke €CIM OHH MPUIIUTH OT TBOUX APY3eil.
Jlydiie yTOYHH Y HUX, OTIPABIISIIN JIU OHU Tebe 3TH (paiiibl;

8. Ilocne oxoHYaHUs pabOTHI HA TOYTOBOM CEPBHUCE IEpel 3aKPhITHEM BKIAAKH C CaiiTOM He
320y HaXKaTh Ha «BBIATHY.

KubepOymiauHr uian BUPTyaIbHOE U3/1€BATEIHCTBO

KubepOymauHr — mpecieoBaHue COOOLIEHUSAMH, COJEPXKAIlUMU OCKOPOJIEHUs, arpeccuio,
3alyTUBaHKe; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHpPOBAHHE C MOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIIITMHIOM:



1. He Gpocaiics B 6oii. JIyumimii cioco6: TOCOBETOBATHCS Kak ceOst BECTH U, €CIIM HET TOTO, K KOMY
MO>KHO OOpaTUTKCS, TO BHAYalle YCIIOKOUTHCS. ECIu ThI HAYHENIb OTBEYATh OCKOPOJICHUSIMU Ha
OCKOPOJIEHUS], TO TOJIBKO elle OOJIbIIE Pa30KKelb KOH(IHKT;

2. Ynpaistii cBoeii KubeppemnyTrarmei;

3. AHOHUMHOCTH B ceTd MHHMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOHMT 33 aHOHUMHBIM
AKKayHTOM;

4. He cToWT BeCTH XYJIHWTaHCKHH 00pa3 BUPTyalbHOH xu3HH. HTEpHET (QUKCHpYeT BCe TBOH
NEHCTBUS M COXPAHSET UX. Y AAIUTh UX OyAET KpailHe 3aTpyTHUTEIBHO;

5. CoOurosiaii CBOM BUPTYATBHYIO YECTh CMOJIOY;

6. Urnopupyil eauHuuHblii HeraTuB. OaHOpa30Bble OCKOPOMTENbHBIE COOOIIEHMS JIy4llle
urHOpupoBaTh. OOBIYHO arpeccus MPEeKpaIaeTcs Ha HAYaIbHOU CTaIu;

7. ban arpeccopa. B nmporpamMmmax oOMeHa MIHOBEHHBIMH COOOIICHUSIMHU, B COIIMAIBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKHMPOBKH OTIPABKU COOOILEHHI C OTPE/IEIEHHBIX a/IpeCOB;

8. Ecnu ThI cBUmeTeNnh KMOEpOy/uMHTA. TBOM NEHCTBHS: BBICTYNHUTH MPOTUB MpECTIe0oBaTENs,
MOKa3aTh €My, UTO €ro JIEHCTBHS OIEHUBAIOTCSI HETaTUBHO, TIOIJIEPKATH KEPTBY, KOTOPOH HYKHA
MICUXO0JIOTMYECKast MOMOIIb, COOOLIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBEICHUS B CETH.
Moo6wmibHBIN TenedoH

CoBpemeHHble cMapT(HOHBI U IJIAHIIETHI COJEpKaT B ceOe BIOJIHE B3POCHbI (YHKIMOHAN, U
Terepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KommbloTepamMu. OTHAKO, CPEICTB
3aIMTHI 15 TIOI0OHBIX YCTPOKCTB MOKA OY€Hb Majio. TeCTUpPOBaHKE 1 TIOUCK YA3BUMOCTEH B HUX
MPOUCXOUT HE TaK MHTEHCUBHO, Kak 1yt [1K, TO ske camoe kacaeTcst 1 MOOMIIBHBIX MPUIIOKECHUH.
CoBpemMeHHbIe MOOUITEHBIE Opay3ephl YK€ MPaKTUYECKU JOTHAIN HACTOJIbHBIC aHAJIOTH, OJHAKO
pacmupenue GyHKITHOHAIA BIEUET 32 CO00M OOJIBITYIO CIIOKHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.
Jlaneko He BCE TMPOU3BOIUTENHM BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIONIUE KPUTHUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JjIs1 6€30TIaCHOCTH MOOMIIBHOTO Telle(hoHa:

1. Huuero He sBisercs mo-HACTOsIIEMY OecruiaTHBIM. byap ocTopokeH, Beap Korma tebe
npeaaraiT OecryaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO IJIATHBIE YCIYTH;

2. dymaii, mpexae 4yem oTrpaButh SMS, ¢hoTo wim Buaeo. Thl TOYHO 3HAEINTh, TJe OHU OyIyT B
KOHEYHOM uTore?

3. Heo6xoumMo 0OHOBIISITH OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoOHa;

4. Vcrionb3yit aHTUBUPYCHBIE IPOIPAMMBI JIJIsl MOOUJTBHBIX TeNe()OHOB;

5. He 3zarpyxaili npuioxeHHss OT HEM3BECTHOTO HMCTOYHHMKA, BEIb OHHU MOTYT COJIEpXkaTb
BpPEJOHOCHOE MPOTpaMMHOE 00ecrieUeHUE;

6. ITocne TOoro Kak Thl BBIHCIIH C CaliTa, I/Ie BBOAWJI JIMYHYIO HH(DOPMAIINIO, 3l B HACTPOUKH
Opaysepa u ynanu cookies;

7. lleproquuecku MpoBepsl Kakue IJIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBoii HOMep MOOMJIBHOTO Teie(oHa TOJIBKO JIIOJSM, KOTOPBIX Thl 3HACIHIb U KOMY
JOBEPSCIIb;

9. Bluetooth nmomxeH ObITh BBIKIIOYEH, KOT/Ia Thl UM HE TOJNb3yemibcs. He 3abbiBait mHOTIA
MIPOBEPSTH ATO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPAaCOUYHBIE, 3aXBaThIBAIOIINE pa3BicueHus, 00bEAUHSIONINE
COTHH THICSY YeJIOBEK MO BceMy MHpPY. Wrpoku HUcClenyroT JaHHBIA UM MUP, OOIIAIOTCS JPYT C
JPYTOM, BBITIOJIHSIOT 33/IaHHUs, CPAXKAIOTCSI C MOHCTPaMU U MOJYYaloT OMBIT. 3 yI0BOJIbCTBUE OHU
IJIATST: MOKYMAIOT JUCK, OTUIAYMBAIOT aD0OHEMEHT WM MPHOOPETAIOT KaKUe-TO OMIIHH.

Bce a1u cpenctBa uayt Ha mojiepkKaHHE U Pa3BUTHE UTPHI, a TaKkKe HAa caMy O€30MacHOCTH:
COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPH3AIIMH, BBITYCKAIOTCS HOBBIE MaTuu (IU(pOBbIe 3arIaTKu
JUIS IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX UTpax CTOUT OmacaTthCsl HE CTOJBKO CBOUX COMEPHHUKOB, CKOJIBKO KPakKh TBOETO
MapoJsi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPH3AIMH OOJILITUHCTBA UTP.

OcCHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA:



1. Ecim apyroii urpok Bener ceds Iioxo WM co37aeT Tede HEeNMPHATHOCTH, 3a0J0KHUpYH ero B
CIIMCKE UTPOKOB;

2. Iloxamyiics agAMHHMCTpATOpaM HUIPbl Ha IUIOXO€ IOBEJEHHME 3TOT0 HIPOKA, HKEJIATEIbHO
IIPUIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3piBaii TMUHYI0 HHPOPMALUIO B TIpodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(puianbHbIE MaTYU U MOJIBI;

6. Vcrnoib3yil Cll0KHbBIE U pa3HbIE M1apOJIH;

7. Jaxxe BO BpEMs UTPbI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [IoKka ThI Urpaems, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

OUIIMHT WK Kpaska JTMYHBIX JTaHHBIX

OObIYHOM Kpaxkeil JeHer W JOKYMEHTOB CErOJIHS YK€ HMKOTO HE YAWBHILIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUM 3JIOyMBIIIJICHHUKNA TE€PEMECTUIINCh B HHTEPHET, U MPOJOJIKAIOT
3aHUMATHCS WIFOOUMBIMY JETIOM.

Tak nmosiBuiIach HOBask yrpo3a: UHTEPHET-MOILIEHHUYECTBA WM (UIINHT, IJIaBHas 1eJIb KOTOPOTO
COCTOUT B MOJYYEHUH KOH(QUACHINAIbHBIX JaHHBIX MOJb30BaTENell — JIOTHHOB U maposieil. Ha
aHrnuickoM s3bike phishing unraercs xak ¢ummHr (ot fishing — psiOHast g0, password —
apoJib).

OcHOBHBIE COBETHI 110 60PHOE C PUIIUHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moJo3peBaemib, 4YTo TBOSI aHKeTa OblLIa B3JIOMaHa, TO
Heo0X0IuMO 3a0JI0KMpOBaTh €€ U COOOLIUTH aJMUHHUCTpATOpaM pecypca 00 3TOM Kak MOXKHO
CKopee;

2. Wcnonb3yi Ge30macHbie BeO-CallThl, B TOM YHCJIe, MHTEPHET-Mara3nHoOB 1 TOMCKOBBIX CHCTEM;
3. Hcmonw3yil CIIOXKHBIE W pa3Hble Napoiiu. Takum oOpazoM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU TOJydaT JOCTYH TOJIBKO K OJTHOMY TBOEMY NMPOQUIIIO B CETH, @ HE KO BCEM;

4. Ecnmu Te0s B3IOMaiM, TO HEOOXOAMMO TMpPEAyNpeIUuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
n00aBJICHBI Y T€OSI B IPY3bSIX, O TOM, YTO T€Os B3JIOMaJIM W, BO3MOXKHO, OT TBOEr0 MMEHH OyJeT
pacchLIaThCs CliaM U CChUJIKM Ha (PUILMHTOBBIE CAMTHI;

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOubHBIM TenedoH;

6. OTKII0YM COXpaHEHHE TapoJIs B Opaysepe;

7. He oTkpbIBaii (haiiyibl U IpYTrUe BIOKEHUS B MUChMAaX JIa)Ke €CJIM OHH MPHUIILIA OT TBOUX JIPY3€EH.
Jlydire yTOYHH Y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (ailibl.

Hudposas pemyranus

HudpoBas pemyrauust - 3TO HEraTUBHAs WM MO3UTHUBHAs HH(opmanus B ceTu o Tebe.
Kommnpomerupytomias uHpopMmaiusi pa3MelleHHas B HHTEPHETE MOXKET Cepbe3HbIM 00pazom
OTpPa3UThCS HA TBOCH peanbHOU Xu3HH. «L{udpoBas pemyramus» - 3T0 TBOW UMUK, KOTOPBIHA
dhopmupyetcs u3 nHGopMaIK 0 TeOe B HHTEPHETE.

TBoe MecTo KHUTENbCTBA, yueObl, TBO€ (DMHAHCOBOE MOJOXKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue mMoAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyONHKAalMu JHYHOM HH(POpMAIMU B
WuTepHere, He MOHUMAas BO3MOYKHBIX TIOCIeACTBUN. ThI JaXke HEe CMOKEIlb I0raaThCsi O TOM, YTO
doTorpadus, pasmelieHHas 5 JeT Ha3all, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.
KommenTapuu, pasMenienue TBoux Gororpaduii u 1pyrue AeUcCTBUS MOTYT HE UCUE3HYTh JlaXe
MOCJIE TOTO, KaK Thl UX yAaluIlb. Thl He 3HACIIb, KTO COXPaHWJ 3Ty HHPOPMAIIHIO, ITOTaIa JI OHA
B TIOMCKOBBIE CUCTEMbI U COXPAaHWJIACh JIM OHA, a IJIABHOE: YTO MOJYMAIOT O TeOe OKpyXkarolee
JIIO/IM, KOTOPbIe HAWIYT U YBUAAT 3T0. HaifTu nHpOpMannio MHOTO JIeT CIyCTs] CMOXKET JH000H -
KaK M3 J0OpBIX NOOYKICHH, TaK U ¢ HAMEPEHHEM IPUYMHUTE BPeJl. ITO MOKET ObITh KTO YT'OJTHO.
OcHOBHBIE COBETHI IO 3aIIUTe HU(PPOBOI pemyTanuu:

1. [Tomgymait, mpex/ie 4eM 4To-To MyOJIIMKOBATh U MepejiaBaTh y ceOs B O10re UM B COLUATIBHON
CETH;

2. B Hactpoiikax mpoduias yCTaHOBHM OTrpaHMUYEHHMS Ha MPOCMOTP TBOEro NpOQHIs U €ro
COJZIEP’)KUMOT0, CIIENAN €r0 TOJBKO Ul JPY3en»;



3. He pa3memiaii u He yka3biBail MHPOpPMAIUIO, KOTOPasi MOXET KOro-au00 OCKOPOIATh WU
00MXarth.

ABTOpCKOE IIpaBo

CoBpeMeHHBIE MKOJIbHUKU- aKTUBHBIE TTOJIH30BATEN MUPPOBOTO MpocTpaHCcTBa. OHAKO JAIEKO
HE BCE 3HAIOT, YTO TIOJH30BAHWE MHOTUMH BO3MOXKHOCTSIMH IHU(PPOBOTO MHUpPA TpeOyeT
COOIIIOJICHNS TTPAaB HA HHTEJICKTYAbHYIO COOCTBEHHOCTD.

TepMuH «MHTEIJIEKTyaJIbHasE COOCTBEHHOCTBY» OTHOCHUTCS K  Pa3JIMYHBIM  TBOPECHHSIM
YEJIOBEUYECKOr0 yMa, HAaUMHAsl C HOBBIX M300pETEeHUI M 3HAKOB, 0003HAUYAIOIIUX COOCTBEHHOCTD
Ha TIPOJYKTBI W YCIyTM , W 3aKaH4YuBas KHUramu, (ororpadusmu, KHHOQWIBMAMH U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEJUICKTYaJbHYI0O COOCTBEHHOCTh Ha NMPOMU3BEICHUS HAYKH,
JIUTEPATYPbl M HMCKYCCTBA. ABTOPCKME IIpaBa BBICTYMAKOT B KA4YECTBE TAPAHTHH TOTO, YTO
WHTEJUICKTYaJIbHBIA/TBOPUYECKUN TPYJ aBTOpa He OyleT HaIlpacHBIM, JIacT €My CIpPaBeIIUBbHIC
BO3MOJKHOCTH 3apab0TaTh Ha pe3ysbTaTax CBOEro TPy/a, MOJYUYUTh U3BECTHOCTh W MPHU3HAHUE.
HuxTto 6e3 pa3penienrs aBTopa He MOKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHHE, PACTIPOCTPAHSATD,
MyOJUYHO JEMOHCTPUPOBaTh, NPOJaBaTh, WMIIOPTUPOBATH, ITyCKaTh B TMPOKaT, MYOJIUYHO
WCIIOJHSATH, TIOKA3bIBATH/UCIIOJHATD B 3(upe uiu pazmeniats B UHTEpHETE.

Hcnons3oBanne «ImMpaTcKOroy MporpaMMHOTO 00ecriedeH st MOXKET TPUBECTH K MHOTHM PHCKaM:
OT MOTEPH JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOMCTBA, T/I€ YCTAaHOBJICHHBIN
He JieTaibHas nmporpamma. He cTout Takke 3a0bIBaTh, 4TO CYIIECTBYET JIETATbHBIC U OCCIUTATHBIC
MPOTPaMMBI, KOTOPBIE MOYKHO HANTH B CETH.

O noprane

CeteBUYOK.pd - TBOW TJIABHBIM COBETYMK B CETH. 3JI€Ch Thl MOXKEIIh Y3HATh O O€30MaCHOCTH B
CEeTH TIOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TPH BO3HUKHOBEHWU KPUTHUUYECKOW CHUTYyallud
00paTUThCS 3a COBETOM. A TakKe MPHUHATH YJ4acTHE B KOHKYpPCax M CTaTh CaMbIM IH(PPOBHIM
rpax JaHuHOM !



